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Banking Trojans / Zeus 
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Zeus 2.1 
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Zeus 2.1 
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Zeus 2.1 

 

 



7 

Zeus 2.1 

Password Stealer: 

 - Data stored in browser cookies  

- Any certificates that can be found using CertEnumCertificatesInStore().  

- Data stored in flash cookies  

-Credential information stored by the following FTP programs:  

 

 FlashFXPFTP  

 Total Commander  

 WSFTP  

 FilezillaFTP 

 FarManager  

 WinSCP  

 FTPCommander  

 CoreFTP  

 SmartFTP  



Zeus Tracker                                  (https://zeustracker.abuse.ch/) 
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mTAN vs CardReader 

 

ZEUS  Man-In-The-Mobile 

 

Company Confidential 9 



Schritt 1 
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Quelle: http://securityblog.s21sec.com/2010/09/zeus-mitmo-man-in-mobile-i.html 



Schritt 2 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Quelle: http://securityblog.s21sec.com/2010/09/zeus-mitmo-man-in-mobile-i.html 

 

11 



Schritt 3 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Quelle: http://securityblog.s21sec.com/2010/09/zeus-mitmo-man-in-mobile-i.html 
12 



CardReader 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Quelle: http://www.reiner-sct.com  
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Quelle: http://www.reiner-sct.com  
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Quelle: http://www.reiner-sct.com  
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Quelle: http://www.reiner-sct.com  
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Questions 
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Neulich bei XING.... 
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Neulich bei XING.... 
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Neulich bei XING.... 
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Neulich bei XING.... 
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Google Image Search 
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Alternativ: 
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XING Security Team 
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