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● Unabhängiger IT Security Consultant 

– > 20 Jahre Berufserfahrung

– Sicherheitsüberprüfungen (Web, Software, Systeme, Netze) / 
Verteidigung+Härtungen / Konzepte / Training / PM / (C)ISO

Datenschutz / Privatsphäre: wichtig für mich! 

● Mein Projekt                        

– testssl.sh

● Involviert in  

– OWASP

– GUUG
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about:me

https://dev.testssl.sh/
https://drwetter.eu/
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● Motivation

– Überreaktion

– Protagonisten: „Security“, „Privacy“ „safe“

– Wenig Reflektion

 C)onfidentiality, I)ntegrity, A)vailability

● Bemerkenswert: Nur HTTPS = HTTP+TLS 

about:whatis
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● Tellerrand

– SMTP+STARTTLS

● ~60% encrypted, Hälfte (=~30%) haben vernünftige Zertifikatsvalidierung

–  MTA sender → hard fail?
● Nicht-Opportunistisch?

– IMAP/POP: (STARTTLS: 45-50%, pure IMAPS/POPS: 54-65%)

– Jabber: C2S: ~3% (!), S2S < 1%

– VoIP, GSM: träum weiter ;-)

● Privacy-Werte Protokoll

– Höher als HTTP?!

beyond:own_nose

https://www.facebook.com/notes/protect-the-graph/the-current-state-of-smtp-starttls-deployment/1453015901605223F
https://arxiv.org/pdf/1511.00341
https://arxiv.org/pdf/1511.00341
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● Umschalten...

auf HTTP+TLS  — commonly known as HTTPS

Frank. C Müller https://de.wikipedia.org/wiki/Datei:Lichtleitung_1_fcm.jpg CC4-BY-SA

https://de.wikipedia.org/wiki/Datei:Lichtleitung_1_fcm.jpg


sage@guug  Hamburg   2017  |  18.5.2017  |  © Dirk Wetter, see 1st slide

WTF?  1)

1) Vor ~ einem Jahr 

nottalking:about



WTF?
nottalking:about
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(Personally  taken)
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● HTTPS

– 11/2013: Google @ Chrome Dev Summit 

Got SSL? -  Chrome Dev Summit 2013 (Parisa Tabriz) https://www.youtube.com/watch?v=sJ8EX61fFWQ

talking:abouttalking:about

https://www.youtube.com/watch?v=sJ8EX61fFWQ
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● HTTPS

– Einschub https://www.google.com/transparencyreport/https/

talking:abouttalking:about

https://www.google.com/transparencyreport/https/
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● HTTPS

– 11/2013: Google @ Chrome Dev Summit

– 08/2014: Google's power

 Safe? From what??
                            http://googlewebmastercentral.blogspot.com.au/2014/08/https-as-ranking-signal.html

talking:abouttalking:about

http://googlewebmastercentral.blogspot.com.au/2014/08/https-as-ranking-signal.html
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● HTTPS

– 11/2013: Google @ Chrome Dev Summit

– 08/2014: Google's power

– 06/2015: „HTTPS everywhere for IETF“

https://www.chromium.org/Home/chromium-security/marking-http-as-non-secure

talking:abouttalking:about

https://www.ietf.org/mail-archive/web/ietf-announce/current/msg14190.html
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● “The IETF has recognised that the act of accessing 
public information required for routine tasks can be 
privacy sensitive and can benefit from using a 
confidentiality service, such as is provided by TLS. 
[BCP188] The IETF in its normal operation publishes a 
significant volume of public data (such as Internet-
drafts), to which this argument applies.” 

https://trac.tools.ietf.org/group/iesg/trac/wiki/HttpsEverywhere

talking:abouttalking:about

https://trac.tools.ietf.org/group/iesg/trac/wiki/HttpsEverywhere
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● HTTPS 100%

– Was sieht Eve im Netz?
NSA

talking:about

https://xkcd.com/1323/
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networking lesson:onenetwork:layers

https://creativecommons.org/licenses/by-sa/4.0/deed.en
https://commons.wikimedia.org/wiki/File:OSI_model_1.jpg
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ClientHello
(taken at router)

IP
TCP
SSL

layers:{IP,TCP,TLS}



sage@guug  Hamburg   2017  |  18.5.2017  |  © Dirk Wetter, see 1st slide

ServerHello / Certificate
(taken at router)

layers:{IP,TCP,TLS}
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● Vor Aufruf der Webseite...

– DNS (Klartext)

– 3rd party involvement!

browser:other requestsbrowser:before
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● Vor Aufruf der Webseite...

– DNS

– OCSP

browser:before

http://ocsp.godaddy.com/

POST / HTTP/1.1
Host: ocsp.godaddy.com
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:47.0) [..]
Accept: text/html,application/xhtml+xml,application/xml [..]
Accept-Language: en-US,en
Accept-Encoding: gzip, deflate
Content-Length: 75
Content-Type: application/ocsp-request
Connection: keep-alive

<DER encoded OCSPRequest>
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● Vor Aufruf der Webseite...

– DNS

– OCSP 

● 3rd party involvement!

● RFC 6960

– 4.1.1.  ASN.1 Specification of the OCSP Request

    CertID  ::=  SEQUENCE {
       hashAlgorithm       AlgorithmIdentifier,
       issuerNameHash      OCTET STRING, -- Hash of issuer's DN
       issuerKeyHash       OCTET STRING, -- Hash of issuer's public key
       serialNumber        CertificateSerialNumber }

browser:before
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ClientHellos
(sniffed from router)

browser:TLS layer

ChromeFirefox



ClientHellos
(sniffed from router)

Firefox 47

Chrome 51



ClientHellos
(sniffed from router)

Firefox 47 Firefox 52

browser:TLS layer



ClientHellos
(sniffed from router)

Chrome 55
Chrome 56

browser:TLS layer



Firefox 52 
(TLS 1.3)

browser:TLS layer
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● Microsoft?

– Epoch (bis incl. IE 11 + Edge!) #LOL!

browser:TLS layer
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● Microsoft?
– Epoch (bis incl. IE 11 + Edge)
– SChannel: 

● IE+Edge  → OS-Bestandteil
● Patchlevel!

Network and Distributed System Security Symposium 2017

browser:TLS layer

https://www.internetsociety.org/sites/default/files/ndss2017_04A-4_Durumeric_paper.pdf
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● Microsoft?
– Epoch (bis incl. IE 11 + Edge)
– SChannel
– Schlimmer: AV!

Network and Distributed System Security Symposium 2017

browser:TLS layer

https://www.internetsociety.org/sites/default/files/ndss2017_04A-4_Durumeric_paper.pdf
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https://www.internetsociety.org/sites/default/files/ndss2017_04A-4_Durumeric_paper.pdf


Network and Distributed System Security Symposium 2017

https://www.internetsociety.org/sites/default/files/ndss2017_04A-4_Durumeric_paper.pdf
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● Browser TLS fingerprinting on the wire

– SSLlabs Client API   (mod_sslhaf) 
https://api.dev.ssllabs.com/api/v3/getClients

(benutzt testssl.sh!)

–

github.com/LeeBrotherston/tls-fingerprinting/

https://blog.squarelemon.com/tls-fingerprinting/

browser:TLS layer

prompt~:$ tls-fingerprinting/fingerprintls./fingerprintls -i <NW IF>

https://github.com/ssllabs/sslhaf
https://api.dev.ssllabs.com/api/v3/getClients
https://github.com/LeeBrotherston/tls-fingerprinting/
https://blog.squarelemon.com/tls-fingerprinting/
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● War: Idealbild
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server:URL
● Developer-Konsole

?

browser:getting worse



browser:IP layer

Wireshark



Wireshark
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● Im Netz jedoch

– Länge sieht man nicht (MTU)
● HTTP/1.1: pipelining

– But: source port TCP
● Keepalive

● 304

● Bzw….

– SSL session ID / TLS session tickets

server:URLbrowser:getting worse
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● Im Netz jedoch

– HTTP Layer:  206
● TLS: Eine Verbindung

●  ∑ (Paketlängen-Overhead) = Nettolänge des Videos

server:URLbrowser:getting worse

Der Besuch der Seite bleibe dank HTTPS "streng vertraulich". [..] Trotz HTTPS erfahren die 
Provider zwar weiterhin, ob ihre Kunden täglich Pornhub besuchen. Verborgen bleibt 
aber, was genau sie sich auf der Seite angeschaut haben.

https://www.heise.de/security/meldung/Pornhub-und-YouPorn-verschluesseln-mit-HTTPS-3672189.html
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● Im Netz jedoch

– Länge sieht man nicht (MTU)
● HTTP/1.1: pipelining

– But: source port TCP
● Keepalive

● 304

● Aber: HTTP 206-Problem

– SSL session ID / TLS session tickets

server:URLbrowser:getting worse
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● HTTP/2

– Leider noch wenig verbreitet
● Internet traffic:  14.4% in 5/2017 (w3techs.com)

● Per host count (trends.builtwith.com) 5/2017

– 386k (~0.1%) 
– Top 100k: 165 (0.2%) 

browser:slightlybetter

https://w3techs.com/technologies/details/ce-http2/all/all
https://trends.builtwith.com/docinfo/HTTP2
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Wireshark
testssl.sh

HTTP/2!
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● Forschung

– WF / WPF = website fingerprinting! 

Wikipedia: Website fingerprinting (WFP) attack is a special case of traffic 
analysis. Performed by an eavesdropper, it tries to infer which webpage a 
client is viewing by identifying patterns in network traffic

– Zuverlässigkeit Gegenstand von Diskussionen

– HTTP/1.1 only

server:URL
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server:URLserver:URL
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server:URLserver:URL
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● Dritte

tbrowser:TLS layer



real:privacy killers
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real:privacy killers

● Statistics

– 249 GET requests (!) to 81 Hosts

– 49 x Mixed content blocked

– 15 x loaded

pest:oftheinternet



sage@guug  Hamburg   2017  |  18.5.2017  |  © Dirk Wetter, see 1st slide

● Mixed Content

– State of the (small) disaster:

Fix: about:config
security.mixed_content.block_display_content

another:problempest:oftheinternet
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● Mixed Content

– State of the (bigger) desasters:

Webkit @ 
Android 5.0.1
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●  Anteil TLS / Klartext für HTTP

– Keine 100% (EFF: gut 50% in 2/2017)

– Klartext grundsätzlich schlimmer  

● User-Agent

[..] Android 7.0; SM-G935F Build/NRD90M [..] Chrome/58.0.3029.83 [..]
● Plugins

● Canvas Size

● Mobile Sensoren

– Fingerabdruck, Kamera, Mikro, GPS, Barometer, Temperatur (2-4x), 
Luftfeuchte, Beschleunigung, Gyroskop, Magnetfeld, Kompass, Schall, ….

● Eve: Korrelation TLS/Klartext

Remember:xkeyscore

https://www.washingtonpost.com/news/the-switch/wp/2013/12/10/nsa-uses-google-cookies-to-pinpoint-targets-for-hacking/
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● Bottom line

– Dinge sind komplizierter, als man denkt...

– Verschlüssele wegen

● C)onfidentiality, I)ntegrity, A)vailability

● Kann nicht schaden auch wegen Privatsphäre

– Aber: HTTPS ist kein VPN

● Eve sieht immer Metadaten

● Eve kann mehr

– Welche Pornos

– Tracker

– Mixed Content

– Web site fingerprinting
● Korreliert mit unverschlüsseltem Traffic

take:aways
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● Bottom line, cont‘d

– Server:

● Properly rotate away & anonymize logs

● Benutze OCSP stapling

● HTTP/2 in Kombination mit TLS

● Benutze keine Tracker von Dritten

take:aways
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● Danke

dirk at 

– drwetter eu 

– testssl sh

@drwetter

say:thanks
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https://www.eff.org/deeplinks/2017/02/were-halfway-encrypting-entire-web
https://www.washingtonpost.com/news/the-switch/wp/2013/12/10/nsa-uses-google-cookies-to-pinpoint-targets-for-hacking/
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