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Naxsi  Intro

● MARE system (Kiel)
http://www.mare-system.de/
Hosting-Provider für ECommerce-Infrastruktur 

● Über mich
9 Jahre als SysAdmin und System-Architekt
Mitarbeit in div. OSS-Projekten 
(Emerging Threats, Icinga, Naxsi, Dorvakt)

http://www.mare-system.de/


                                                            
                                                                 OWASP Hamburg, 14.03.2013   http://www.maresystem.de/naxsi 3

Naxsi  Intro

● Powered by NGINX:
   Netflix
   Pinterest
   SoundCloud
   CloudFlare
   Github
   Heroku
   WordPress.com
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Naxsi  Intro

● NGINX - Beispiel
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Angriffsszenarien

● Bedrohungen für (Web)Server und Webapps
● Scanner
● Skiddos
● Sicherheitslücken
● Humanpotential
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Naxsi  Intro

Naxsi – WAF
● Nginx - Modul
● core_ruleset
● nx_util
● Community (ML, IRC)
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Naxsi – Modi

● Learning – Mode
● generiert Whitelists
● nx_util
● Live oder Logfiles

● Block – Mode 
● Standalone
● Reports mit nx_util 
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Naxsi  Core_Rules

● Core_Ruleset
● SQL Injections IDs (16)
● Obvious RFI IDs (6) 
● Directory traversal IDs (6)
● Evading tricks IDs (6)
● File uploads (1)

● Naxsi – Config
● /Location - basiert

#LearningMode; 

SecRulesEnabled;

#SecRulesDisabled;

DeniedUrl "/RequestDenied";

## check rules

CheckRule "$SQL >= 8" BLOCK;

CheckRule "$RFI >= 8" BLOCK;

CheckRule "$TRAVERSAL >= 4" BLOCK;

CheckRule "$EVADE >= 4" BLOCK;

CheckRule "$XSS >= 8" BLOCK;
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Naxsi  Regeln

  

MainRule "str:/manager/html/upload" "msg:DN SCAN Tomcat " 
"mz:URL" "s:$UWA:8" id:42000217 ;

    

Matching-Zones (mz)
● URL
● ARGS 
● BODY
● $HEADERS_VAR:[value]

● $HEADERS_VAR:User-Agent
● $HEADERS_VAR:Cookie
● $HEADERS_VAR:Content-Type
● $HEADERS_VAR:Connection

Regeln
● Designator
● Suchpattern (str/rx)
● Message
● MatchingZone
● Score
● ID
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Naxsi  Regeln

MainRule "str:|" "msg:mysql keyword (|)"  "mz:BODY|URL|ARGS|$HEADERS_VAR:Cookie" 
"s:$SQL:8" id:1005;

 
MainRule "str:/w00tw00t" "msg:DN SCAN DFind w00tw00t GET-Requests" "mz:URL" 
"s:$ATTACK:8,$UWA:8" id:42000046 ;  

MainRule "rx:type( *)=( *)[\"|']symbol[\"|']" "msg:DN APP_SERVER Possible RAILS - 
Exploit using type=symbol" "mz:BODY" "s:$ATTACK:8" id:42000233 ;  

 MainRule "str:basic ywrtaw46ywrtaw4=" "msg:APP_SERVER Tomcat admin-admin credentials" 
"mz:$URL/manager|$HEADERS_VAR:Authorization" "s:$ATTACK:8" id:42000216 ;  
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Naxsi  Whitelists

● Whitelists
● Ausnahmen definieren
● Testmodus / Staging
● nx_utils
● per Location
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Naxsi  nx_util

● NX_UTIL

● eigener Dienst
● /RequestDenied
● füllt Datenbank
● Reporting-Tool
● Whitelists
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Naxsi + Doxi  Rules

● Doxi – Rules
● erweitere Rulesets
● “Known Bad” 
● ~150 Regel von ET 

● app_server.rules (16)
● web_server.rules (56)
● web_app.rules (13)
● malware.rules (34)
● scanner.rules (131)
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Naxsi – Doxi  Tools

● dx-update ● dx-result
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Naxsi  Benchmarks

http://nguyenvulong.wordpress.com/page/3/
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Naxsi  Reporting

● nx_util
● neue Version
● Filter per CLI
● Reports als HTML

● dx-result
● andere Sicht auf 

Event-DB
● Blacklists
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Naxsi  Outro

● Fragen?


